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        Vulnerabilities > CVE-2023-31557 - Out-of-bounds Write vulnerability in Xpdfreader Xpdf 4.04  
                 047910      
 CVSS 5.5 - MEDIUM 
 
    Attack vector
  LOCAL   Attack complexity 
  LOW   Privileges required 
  NONE  
   Confidentiality impact 
  NONE  Integrity impact
  NONE   Availability impact 
  HIGH  
 
   local
 low complexity
  xpdfreader
  CWE-787
 
 
 
   NVD     
  Published: 2023-05-10 
  Updated: 2023-05-17 
 
 
  Summary
 xpdf pdfimages v4.04 was discovered to contain a stack overflow in the component Catalog::readEmbeddedFileTree(Object*). This vulnerability allows attackers to cause a Denial of Service (DoS).
 
  Vulnerable Configurations
 	Part	Description	Count
	Application	   Xpdfreader  	  Xpdfreader Xpdf  4.04  

  	1

 
   Common Weakness Enumeration (CWE)
 	 CWE-787 - Out-of-bounds Write  

 
  References
  	 https://forum.xpdfreader.com/viewtopic.php?t=42422&sid=acb8ed31bbd74223e3c4d0fb2552c748 
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